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Genian NAC

Dynamic Orchestration for IT/OT

(Information Tech. & Operational Tech.)
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Systems

- Industrial Controllers
(PLC, DCS, SCADA) Control IT

- Hardened PCs & Servers Systems Systems

* Industrial Network

- Office PCs, Printers
- Web/App/Data/Email Servers
- TCP Networks

IT
Cloud Network

5G
loT Network

Manage Physical Processes QT IT Manage Information

+ Sensors (Temp, Pres, etc)

+ Cameras, Scanners, etc

- Embedded Systems
(Robots, Analyzers, etc)

- Tablets
- Smart Phones
- Etc
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Rey Features
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Rey Features
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O - — — — L
HOF YA 2|5t M2 of| Cistod Crfot S 22 MlSRfLICh
ARSAL AT B CHSE RX|Qf o™ ZX|Q| FA| 3o 2 HOot 2|0 B S CHRFY 4~ AUSLICH
vy
2t2l(Alarm) Xt=H(Block) ™ (Remediation)

- AFE ROl 2 - Z0|| 2 HEQ 3 KT S SWAHL R

(KHZH Y, Oofl 0| HE Y, QIARA HAX]) (A IP/MAC, O] 215, E2F 4 2|t 5) (441, DRM, DLP & HOt &2 2| 4X|)
- B2 Xpof] & CEFT2MA SX| . 2 G\ Abx|

(g)gl OHIE HEFAOH Al SMS, E-mail HEI'%) (?,;PE|I|-7|- leg-g‘ Eikué) (‘6‘.'%Elx| ore %xc-)l SW jofx." A_||'I‘||)
S RIQFHS - USB ZHK| XHet - Hob-2Y e

(Et 2ot £E Mo 2 21 HE310] (USB X% X & ZH| Off) (MARE 27 R, oiHEDY|

ZLIEZ) M 2 8)

OO M E(Agent) R/F0] 2 HOt J|5 MEH

Of0|ME ZX| G/F0i hat THEr LHRO| &M FE 8 & M 012] H2{7t EHELIC
Of0|ME ZEX|= %2 ot YA Bl 22| o~Z0f| wet MEHY HEO0[ IHsFLCY.

— =171 710

Agent-less Agent(Agent-less 7|5 Z&})
7 Mg ge 7 Ml B=
Ui Windows patch, MS office patch
Platform 0S(Windows, Linux, Unix, iOS, Android &), Office %] P ' P
= 4EY3 | DalE YEALS
a =
O PC 0S & H/W HE(CPU, MEM, DISK, NIC ),

Hostname =%} 5! X|0f

IP, MAC, PORT, Protocol & ™2 X|of

MAHOf  TCP A HE AT 9 QK| AT A| KT
q 2| X E EAlR T A AXM
Platform % 2 X0{(05 % 5| %) EEF2 | SUES ZSMSERMS MU W
Haxof %] H[0] gngqol:ll%laluetooth, Wifi, Tethering,
== AlRY/2Y/ 12t B2 Hof s
ZEAARO S ZEAA R X
ALg X} e F Hof bl ot HAI(V3, HIO| 2, LN EI0|E X Hlo|2{A EHX|of Chst
(215/0] 21, 1D, 24, 212 5) HUAS yEgS xof
ABEQJO{SX| B4 /W, BY S/W HX| % Ao
2 X B2 OAx| ZREHS
ey eI ERES BIAIRIES  ARBEIOI BIAIX| BAEX % %Y BY)

HIEHS R5d HAL 2 HOF 47, &S ol Hof,
HeM2ls MY I, 37 S0 A0, SFHED Y| H|0f, IE HokHH Ao,

Ui | AsirottzEswdREsEe SIE.2 wefs Ko 2 41op 244, 2% BC Mo
ZSj=
o
. o B{x EF EFX|/XICH
Host @, Domain & Q| #Hx EX| IP, MAC clone & X|/XtEt
APEX B APEX U S Ko
=Xt oo miC| oz E X
PCE& R T PC R ZE FE opszC Ex| Genian ECO S21S.E [t otAmE £1X|




Operating Mode
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